YOUR COMPANY LETTERHEAD


Customer Name
Customer Address

Re:  Notice of Critical Deficiencies of Information Technology System (“IT System”)


This notice is being provided to you pursuant to Section 1.10 of that certain Master Service Agreement (the “MSA”) between you and {INSERT YOUR COMPANY NAME HERE} (“MSP” or “we”, “our”, or “us”). Capitalized terms used herein but not otherwise defined shall have the meaning ascribed to them in the MSA. We follow many security protocols and standards for information security management.  Upon our review of your IT System, we have discovered several critical deficiencies and vulnerabilities that require your immediate attention.  

To correct critical deficiencies and vulnerabilities and increase the security of your IT System, we recommend you take the following Critical Recommendations immediately: [Identify your recommendations related to deficiencies of your customer’s system]

1.
2.
3.
4.
5.

In order for us to provide you with the highest quality of service in accordance with the MSA and any SOW, these critical deficiencies must be promptly addressed by implementing our Critical Recommendations.  Should you decide not to correct these critical deficiencies or otherwise implement our Critical Recommendations, you acknowledge and agree that the critical deficiencies and vulnerabilities and/or failure to promptly implement the Critical Recommendations may (a) expose the your IT System(s) to significant risk, including, without limitation, security breaches, data loss, system outages, or non-compliance with applicable laws and regulations; (b) adversely affect your IT System and/or MSP’s ability to provide the Services and Products; (c) warrant MSP to terminate, suspend, or modify some or all of the Requested Services in its sole discretion; or (d) cause other adverse consequences, costs, and/or damages to you, MSP, or other third parties. Additionally, you shall be subject to the terms and conditions set forth in Section 1.10 of the MSA, including your indemnification obligations set forth therein.

This notice shall not be construed as an indication that MSP will agree to correct any future problems with your IT System as a result of the critical deficiencies identified above.  If you choose not to implement the above Critical Recommendations, we will continue to reasonably service your account; however, you acknowledge and agree that we will not be responsible or liable for any IT System failure or compromise caused by or resulting from your failure to implement one or more of the Critical Recommendations identified above.  If we discover other deficiencies in the future, we will address those with you at that time.  

To the extent you decide to waive our Critical Recommendations, we require you to execute and return this notice which shall serve as your “waiver letter” with respect to the Critical Recommendations in accordance with Section 1.10 of the MSA. 

Should you have any questions please do not hesitate to call me or one of our representatives.

Sincerely,
{INSERT MSP NAME HERE}


_____________________
Print Name:



_____________________
Signature:

_____________________
Date:	


Your Acknowledgement and Agreement of 
Waiver of Critical Recommendations:

{INSERT CLIENT NAME HERE}


By:__________________________
Name:
Title:
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