

Exhibit A | Ransomware Response Policy

1. Purpose
The purpose of this policy is to establish a structured approach to prepare for, respond to, and recover from ransomware attacks. This ensures the protection of organizational data, minimization of operational disruption, and compliance with legal and regulatory requirements.
2. Scope
This policy applies to all employees, contractors, and third-party users who have access to the organization’s information systems and data. It covers all types of ransomware attacks affecting the organization’s infrastructure, including networks, servers, endpoints, and cloud environments.
3. Definitions
· Ransomware
A type of malicious software designed to block access to a computer system or data until a ransom is paid.
· Incident Response Team (IRT)
A group of individuals from various business units responsible for managing and coordinating the response to a ransomware attack.
· Business Continuity Plan (BCP)
A plan outlining procedure to continue business operations during and after a ransomware attack or other disruptive events.
· Data Backup
Copies of data stored securely to be used for recovery in case of data loss.
4. Roles and Responsibilities
Incident Response Team (IRT)
· Chief Information Security Officer (CISO): Leads the IRT and oversees the response to ransomware incidents.
· IT Manager: Manages technical aspects of the response, including isolation and removal of ransomware.
· Legal Counsel: Provides legal advice and ensures compliance with regulatory requirements.
· Public Relations (PR) Manager: Manages communication with the media and stakeholders.
· Human Resources (HR): Addresses employee concerns and coordinates internal communication.
· Backup Administrator: Ensures the availability and integrity of backup data.
5. Preventive Measures
a. Employee Training
1) Conduct regular training sessions on ransomware awareness and prevention.
2) Phishing simulation exercises to improve employee vigilance.
3) Report suspected ransomware incidents immediately.
4) Follow guidelines to prevent ransomware infections (e.g., avoid clicking on unknown links, open suspicious emails).
b. Technical Controls
1) XDR Antivirus/Anti-Malware Software: Deploy and maintain up-to-date security software.
2) Email Filtering: Implement email filters to block malicious attachments and links.
3) Regular Updates: Apply security patches and updates to all systems and software.
c. Data Backup
1) Backup Frequency: Perform regular backups of critical data.
2) Backup Security: Store backups in secure, off-site, and offline locations.
3) Backup Testing: Regularly test backup and restoration procedures.
4) Immutable Backups:  A copy of backups should be saved and stored in a location and manner that the backed-up data cannot be altered or destroyed.
6. Response Procedures
a. Detection and Reporting
1) Identify Symptoms: Be aware of common signs of ransomware (e.g., inaccessible files, ransom notes).
2) Immediate Reporting: Report incidents to the IRT through designated channels (e.g., hotline, email).
3) Do not turn off or reboot infected systems unless instructed by the IRT.
b. Containment
1) Disconnect infected systems from the network to prevent spread.
2) If determined to be widespread, disconnect the entire network from the internet.   
3) Disconnect infected systems from the network to prevent spread.
c. Eradication
1) Use approved tools and procedures to remove ransomware.
d. Recovery
1) Restore systems from clean backups.
2) Validate the integrity of restored systems and data.
e. Communication
1) Internal Communication: Inform employees about the incident, ongoing response measures, responses to inquiries.
2) External Communication: Coordinate with PR to manage external communication and media inquiries.
7. Post-Incident Review
a. Incident Analysis
1) Root Cause Analysis: Identify how the ransomware infiltrated systems.
2) Review Response: Assess the effectiveness of the response and identify areas for improvement.
b. Reporting
1) Incident Report: Document the incident, response actions, and lessons learned.
2) Report the incident to required regulatory agencies and authorities. 
8. Compliance and Enforcement
a. Policy Compliance: Adherence to this policy is mandatory for all personnel.
b. Disciplinary Action: Non-compliance may result in disciplinary action, up to and including termination.
9. Review and Maintenance
a. Policy Revision: Update the Ransomware Response Policy based on lessons learned.
b. Annual Review: This policy shall be reviewed annually or as necessary to ensure its effectiveness.
c. Responsibility: The CISO is responsible for policy maintenance and updates.
10.  References
a. National Institute of Standards and Technology (NIST) Cybersecurity Framework
b. ISO/IEC 27001:2013 Information Security Management.
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