

Exhibit E | Running Regular Simulations

Organizations grow and evolve over time, as does the threat landscape. Because of this, it is important to continually review incident response capabilities to ensure that adjustments are being made when needed.  Simulations are one method that can be used to test your incident response systems. Simulations use real-world event scenarios designed to mimic a threat actor’s tactics, techniques, and procedures (TTPs).  Simulations 

Simulations have a variety of benefits, including:
· Allowing staff to learn and perform incident response tasks so they are familiar with them when they have to perform them in a real incident. 
· Validating cyber readiness and developing the confidence of your incident responders.
· Testing the accuracy and efficiency of tools and workflows.
· Refining communication and escalation methods documented in the incident response plan.

Types of simulations

There are three main types of simulations:

· Tabletop exercises
Tabletop exercises allow simulations in a discussion-based session involving the various incident response stakeholders.  Stakeholders practice roles and responsibilities and use established communication tools and playbooks. Exercise facilitation can typically be accomplished in a full day in a virtual venue, physical venue, or a combination. Because of its discussion-based nature, the tabletop exercise focuses on processes, people, and collaboration. Technology is an integral part of the discussion; however, the actual use of incident response tools or scripts is generally not a part of a tabletop exercise.
· Purple Team exercises
Purple Team exercises test the collaboration between the incident responders (Blue Team) and simulated threat actors (Red Team). The Blue Team is generally comprised of members of the Security Operations Center (SOC) but can also include other stakeholders that would be involved during an actual cyber event. The Red Team is generally comprised of a penetration testing team or key stakeholders that are trained in offensive security. During Purple Team exercises, the primary focus is on the detection mechanisms, the tools, and the standard operating procedures (SOPs) supporting the incident response efforts.
· Red Team exercises – During a Red Team exercise, the offense (Red Team) conducts a simulation to achieve a certain objective or set of objectives from a pre-determined scope. The defenders (Blue Team) will not necessarily have knowledge of the scope and duration of the exercise, which provides a more realistic assessment of how they would respond to an actual incident. 
NOTE:  Because Red Team exercises can be invasive tests, you should be cautious and implement controls to verify that the exercise does not cause actual harm to your environment.

	
	Tabletop Exercise
	Purple Team Exercise
	Red Team Exercise

	Summary
	Paper-driven exercises that focus on one specific security incident scenario. These can be either high-level or technical and are driven by a series of paper injects.
	A more realistic offering compared to tabletop exercises. During Purple Team exercises, facilitators work collaboratively with the participants to increase exercise engagement and offer training where necessary.
	Generally, a more advanced simulation offering. There is usually a high level of covertness, where the participants might not know all of the details of the exercise.

	Resources required
	Limited technical resources required
	Various stakeholders required and high level of technical resources needed
	Various stakeholders required and high level of technical resources needed

	Complexity
	Low
	Medium
	High



Consider facilitating cyber simulations at a regular interval. Each exercise type can provide unique benefits to the participants and the organization as a whole, so you might choose to start with less complex simulation types (such as tabletop exercises) and progress to more complex simulation types (Red Team exercises). You should select a simulation type based on your security maturity, resources, and your desired outcomes. Some customers might not choose to perform Red Team exercises due to complexity and cost.

Exercise lifecycle
Regardless of the type of simulation you choose, simulations generally follow these steps:
1. Define core exercise elements – Define the simulation scenario and the objectives of the simulation. Both of these should have leadership acceptance.
2. Identify key stakeholders – At a minimum, an exercise needs exercise facilitators and participants. Depending on the scenario, additional stakeholders such as legal, communications, or executive leadership might be involved.
3. Build and test the scenario – The scenario might need to be redefined as it is being built if specific elements aren’t feasible. A finalized scenario is expected as the output of this stage.
4. Facilitate the simulation – The type of simulation determines the facilitation used (paper-based scenario compared to highly technical, simulated scenario). The facilitators should align their facilitation tactics to the exercise objects and they should engage all exercise participants wherever possible to provide the most benefit.
5. Develop the after action report (AAR) – Identify areas that went well, those that can use improvement, and potential gaps. The AAR should measure the effectiveness of the simulation as well as the team’s response to the simulated event so that progress can be tracked over time with future simulations.

Develop AWS account structure
AWS Organizations helps centrally manage and govern an AWS environment as you grow and scale AWS resources. An AWS organization consolidates your AWS accounts so that you can administer them as a single unit. You can use organizational units (OUs) to group accounts together to administer as a single unit.

For incident response, it’s helpful to have an AWS account structure that supports the functions of incident response, which includes a security OU and a forensics OU. Within the security OU, you should have accounts for:
· Log archival – Aggregate logs in a log archival AWS account.
· Security tooling – Centralize security services in a security tool AWS account. This account operates as the delegated administrator for security services.

Within the forensics OU, you have the option to implement a single forensics account or accounts for each Region that you operate in, depending on which works best for your business and operational model. For an example of a per-Region account approach, if you only operate in US East (N. Virginia) (us-east-1) and US West (Oregon) (us-west-2), then you would have two accounts in the forensics OU: one for us-east-1 and one for us-west-2. Because it takes time to provision new accounts, it is imperative to create and instrument the forensics accounts well ahead of an incident so that responders can be prepared to effectively use them for response.

The following diagram displays a sample account structure including a forensics OU with per-Region forensics accounts:
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