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Develop threat models
By developing threat models, organizations can identify threats and risks to information systems.  Management can use these models to create a cyber risk appetite (the amount of risks management is willing to accept) for managing these risks.  The risks along with the appetite determine what controls can be implementing to lower the risk to the desired level. There are a number of strategies and approaches to threat modeling.

The use of threat models can help identify attack vectors a threat actor might use to attack, or may have used in an actual attack.  Understanding and utilizing threat models can shorten the time to respond to an incident.  . 

Integrate and use cyber threat intelligence
Cyber threat intelligence is data that is collected, reviewed, and analyzed to understand a threat actor’s motives, targets, capability, and methods of attack. Threat intelligence is most helpful to block an attack before it happens, and if not blocked, to detect it quicker.  Cyber threat intelligence includes indicators of compromise like IP addresses or file hashes of threat actors tools and software. Threat intelligence can be obtained from a number of cyber security vendors and open-source repositories.

Collect logs for analysis and alerting
System and event log information is crucial to identify not only potential hardware or software issues, but to also correlate anomalous events and detect potential threats before any damages occur.  During an incident’s forensic investigation, relevant logs will need to be reviewed to document and understand the full scope and timeline of an incident.  Log storage, use, and retention is driven by the organization’s cyber risk appetite. 


Develop forensics capabilities
To be prepared for a cyber incident, organizations should develop forensics capabilities to support security event investigations. Forensics usually occurs in 4 stages. 

· Collection
Collect relevant logs, such as cloud logs, VPN Logs, Firewall logs, server logs, Windows Event logs, etc.  
· Examination
The data collected is examined to ensure completeness and the integrity of the data collected.
· Analysis
Analyze the data collected in order to understand the root cause of the incident, the timeline of the incident, data affected by the incident, and any lessons learned to help prevent future incidents of the same type.
· Reporting 
Reporting occurs for two distinct reasons.  Reporting needs to occur to provide information to Management and Boards.  An reporting also needs to occur to any relevant regulatory bodies of law enforcement agencies.   

Attackers target Backups 
Having trusted backups of valuable data and assets is key for recovering from a security incident. Attackers target your backups to mine for valuable data and to hold it hostage and make you pay a ransom for it to be returned or deleted and not released to the public.  Best practices call for 3 different Backup sets, in at least two different locations, with one being offsite.  At least one of the copies should be immutable, so that an attacker cannot alter or delete the backup.     

Proper preparation prevents poor performance during an incident
Thorough preparation for responding to security events is critical for timely and effective incident response. Incident response preparation involves people, processes, and technology. All three of these domains are equally important to have properly prepared.  Incident Response Programs or Plans should be in a continuous improvement model, where you are updating them regularly when people, processes, and technology changes.  The Table below contains a summarization of preparation items..

	Domain
	Preparation item
	Action items

	People
	Define roles and responsibilities.
	· Identify relevant incident response stakeholders.
· Develop a responsible, accountable, informed, consulted (RACI) chart for an incident.

	Process
	Develop an incident response plan.
	· Create a high-level document that defines your incident response program and strategy.
· Include a RACI, communication plan, incident definitions, and phases of incident response to the incident response plan.

	Process
	Document and centralize architecture diagrams.
	· Document details on how your environment is configured across account structure, service usages, IAM patterns, and other core functionality.
· Develop architecture diagrams of your cloud architectures.

	Process
	Develop incident response playbooks.
	· Create a template to provide consistency for your playbooks.
· Build playbooks for likely events.

	Process
	Run regular simulations.
	· Perform incident response test regularly.
· Use the outputs and lessons learned to iterate on your incident response program.

	Technology
	Develop and implement a tagging strategy that helps responders to identify ownership and context for findings.
	· Plan a strategy for tagging and what tags you want associated with your AWS resources.
· Implement and enforce the tagging strategy.

	Technology
	Update AWS account contact information.
	· Verify that AWS accounts have contact information listed.
· Create email distribution lists for the contact information to remove single points of failure.
· Protect the email accounts that are associated with the AWS account information.

	Technology
	Prepare access to AWS accounts.
	· Define what access incident responders will require to respond to an incident.
· Implement, test and monitor the access.

	Technology
	Understand threat landscape.
	· Develop threat models of your environment and applications.
· Integrate and use cyber threat intelligence.

	Technology
	Select and set up logs.
	· Identify and enable logs for investigations.
· Select log storage.
· Identify and implement log retention.
· Develop mechanism to retrieve and query logs and artifacts.
· Use logs for alerting.

	Technology
	Develop forensics capabilities.
	· Identify artifacts required for forensics collection.
· Capture and secure backups of key systems.
· Define mechanisms for analysis of identified logs and artifacts.
· Implement automation for forensics analysis.
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