



Exhibit H | Alert sources

Alert sources
Alerts can be generated from many sources and should be utilized to allow for the proper balance of maintaining the ability to effectively review and act on alerts without causing strain on staff or resources.  Alerts can potentially be obtained from the following sources.

· Systems, devices, and software 
· SIEM, XDR, applications, firewalls, IDS/IPS, 
· Cloud
· AWS services such as Amazon GuardDuty, AWS Security Hub, Amazon Macie, Amazon Inspector, AWS Config, IAM Access Analyzer, and Network Access Analyzer generate findings that can be used to craft alerts.
· Google Compute Engine, Cloud Storage, Kubernetes, Gemini, etc.
· Cyber threat intelligence providers
· ISACs: MS-ISAC, FS-ISAC, E-ISAC, etc.
· Managed detection and response vendors
· AlienVault
· Intel
· CrowdStrike
· Cisco
· etc.
· CIS 
· CISA
· Internet Storm Center
· etc.
· Cloud portals your organization uses
· HR Portals 
· Payroll portals
· Online banking
· E-commerce site
· Accounting 
· Internal or 3rd party Security Operation Centers 
· One-time contacts that notice something and contact you via published methods
· Customers
· Developers
· Researchers
· Internal staff

When Notification May Not be Required
The following incidents may not require individual notification under contractual commitments or applicable laws and regulations, providing the organization can reasonably conclude after investigation that misuse of the information is unlikely to occur, and that appropriate steps are taken to safeguard the interests of affected individuals: 
· The organization is able to retrieve personal information on an individual that was stolen, and based on investigation, reasonably concludes that retrieval took place before the information was copied, misused, or transferred to another person who could misuse it. 
· The organization determines that personal information on an individual was improperly disposed of but can establish that the information was not retrieved or used before it was properly destroyed. 
· An intruder accessed files that contain only individuals’ names and addresses. 
· A laptop computer is lost or stolen, but the data is encrypted and may only be accessed with a secure token or similar access device.
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