

Exhibit I | Performing the Forensic Process  

The primary goal of performing forensics is to identify, collect, preserve and analyze data. The forensic process  should be designed and utilized to protect and preserve the evidence collected for legal reasons, such as legal cases and internal disciplinary actions.  

Regardless of the need, forensics should be performed using a four-phase process. The details of these steps may vary based on the specific need for forensics.  The organization’s policies, guidelines, and procedures should note any variations from the standard procedure.

[image: A diagram of data analysis

Description automatically generated]

As noted in the figure, the four phases of digital forensics are collection, examination, analysis, and reporting. Forensic models differ primarily in how granular each phase of the process is, and in the terms used for specific phases. Organizations should choose the specific forensic model that is most appropriate for their needs. 


1. Data Collection Sources
The first step in the forensic process is to identify potential sources of data and acquire data from them. There are a variety of data sources available and actions that organizations can take to support the ongoing collection of data for forensic purposes.

	Identifying Possible Sources of Data 
	Common sources of data are desktop computers, servers, network storage devices, and laptops. These systems typically have internal hard drives and also several types of ports such as USB, Thunderbolt, etc,. which external data storage media and devices can be attached. Standard computer systems also contain volatile data that is available temporarily (i.e., until the system is shut down or rebooted). In addition to computer-related devices, many types of portable digital devices (e.g., PDAs, cell phones, digital cameras, digital recorders, audio players) may also contain data. Analysts should be able to survey a physical area, such as an office, and recognize the possible sources of data.

	Additional sources include but are not limited to:
· networking devices that generate logging and tracking details such as firewalls, routers, and switches
· Internet filtering systems such as Cisco Umbrella or Websense
· Internet Service Provider logs
· IDS/IPS devices (Intrusion Detection and Protection System)
· SIEM (System Information and Event Management)
· Phone systems
· Corporate behavior and user access monitoring systems such as Beyond Trust, Teramind, and HubStaff
· Historical backups of systems and data

2. Data Acquisition 
	After identifying potential data sources, the data should be acquired from the sources. Data acquisition should be performed using a three-step process with the specific details varying based on the type of data being acquired. 

· Develop a plan to acquire the data
Create a plan that prioritizes the sources, establishing the order in which the data should be acquired. Important factors for prioritization include the following: 
· Likely Value
Estimate the relative value of each potential data source. 
· Volatility
Volatile data refers to data on a live system that is lost after a computer is powered down or due to the passage of time.  Acquiring volatile data should generally be given priority over non-volatile data. 
· Effort Required
The effort required for data retrieval from the data sources will vary. The effort involves not only the time spent by analysts and others within the organization (including legal advisors) but also the cost of equipment and services (e.g., outside experts). An example would be acquiring data from a network router would require less effort than acquiring data from an ISP. 

By considering these three factors for each data source, informed decisions can be made regarding the prioritization of data source acquisition and which data sources to acquire. 

Before collection begins, it is important to understand that the collections should be made in accordance with the organization’s policies, and legal and regulatory requirements preserve evidence in a way that supports its use in future legal or internal disciplinary proceedings. A clearly defined chain of custody should be followed to avoid allegations of mishandling or tampering of evidence. This involves keeping a log of every person who had physical custody of the evidence, documenting the actions that they performed on the evidence and at what time, storing the evidence in a secure location when it is not being used, making a copy of the evidence and performing examination and analysis using only the copied evidence, and verifying the integrity of the original and copied evidence. If it is unclear whether or not evidence needs to be preserved, by default it generally should be preserved. 

Throughout the process, detailed log should be kept of every step that was taken to collect the data, including information about each tool used in the process. The documentation allows the process to be repeated later if needed. Additionally, if required, evidence should be photographed to provide visual reminders of the computer setup and peripheral devices. In addition, before actually touching a system, the analyst should make a note or photograph of any pictures, documents, running programs, and other relevant information displayed on the monitor, including if a screen saver is active. 

If possible, one person should be designated the evidence custodian, and given the sole responsibility to photograph, document, and label every item that is collected, and record every action that was taken along with who performed the action, where it was performed, and at what time.  Since the evidence may not be needed for legal proceedings for an extended time, proper documentation enables an analyst to remember exactly what was done to collect data and can be used to refute claims of mishandling. 

To assist with evidence collection, necessary resources such as forensic workstations, backup devices, blank media, and evidence handling supplies (e.g., hard-bound notebooks, chain of custody forms, evidence storage bags and tags, evidence tape, digital cameras) should be prepared beforehand and stored in accordance with policy.

It may be necessary to ensure a scene is physically secured to prevent unauthorized access and alteration of the evidence. This may be as simple as having a physical security staff member guard a room. There also may be situations where a law enforcement representative should handle the data collection for legal reasons. This includes, but is not limited to, obtaining ISP records and collecting data from external computer systems. Based on guidance from legal advisors, organizations should determine in advance what types of data are best collected by law enforcement officials.

· Acquire the data
Data acquisition can be performed utilizing various forensic tools and techniques, either locally or over a network. Although it is generally preferable to acquire data locally because there is greater control over the system and data, local data collection is not always feasible (e.g., system in locked room, system in another location). When acquiring data over a network, decisions should be made regarding the type of data to be collected and the amount of effort to use. For instance, it might be necessary to acquire data from several systems through different network connections, or it might be sufficient to copy a logical volume from just one system.

Data acquisition storage considerations should address space, size, accessibility, and confidentiality.
 
· Verify the integrity of the data
After acquisition, the data’s integrity should be verified. It is important for to prove that the data has not been tampered with if it might be needed for legal reasons. Data integrity verification typically consists of using tools to compare the original and copied data to make sure that they are the same. 

3. Incident Response Considerations 
The initial response for performing forensics during an incident is to ensure the incident gets contained and isolated as much as possible.  Isolating the impacted systems may be necessary to prevent further damage to the system and its data or to preserve evidence. Forensics should be included in the Incident Response Team to make a containment decision (e.g., disconnecting network cables, unplugging power, increasing physical security measures, gracefully shutting down a host). This decision should be based on existing policies and procedures regarding incident containment, as well as the team’s assessment of the risk posed by the incident, so that the chosen containment strategy or combination of strategies sufficiently mitigates risk while maintaining the integrity of potential evidence whenever possible. 

The organization should also consider in advance the impact that various containment strategies may have on the ability of the organization to operate effectively. For example, taking a critical system offline for several hours to acquire disk images and other data might adversely affect the ability of the organization to perform its necessary operations. Significant downtime could result in substantial monetary losses to the organization. Therefore, care should be taken to minimize disruptions to an organization’s operations. 

Common steps include securing the perimeter around a computer and limiting access to authorized personnel during the collection process to ensure that the evidence is not altered. A list of all users who have access to the affected system(s) should be documented. If the computer is connected to a network, disconnecting network cables attached to the computer can prevent remote users from modifying the computer’s data. If the computer uses a wireless network connection, the external network adapter may be unplugged from the computer or the internal network adapter may be disabled to sever the network connection. If neither option is possible, then powering off the wireless network access point that the computer is using can achieve the same result; however, doing so may prevent users outside the scope of the investigation from performing their daily routines. Additional consideration should be given that there could be more than one access point within range of the computer. Some wireless network adapters automatically attempt to connect to other access points when the primary access point is unavailable, so containing the incident by disabling access points in this way could involve disconnecting several access points. 

4. Examination 
	After data has been collected, the next phase is to examine the data, which involves assessing and extracting the relevant pieces of information from the collected data. This phase may also involve bypassing or mitigating OS or application features that obscure data and code, such as data compression, encryption, and access control mechanisms. An acquired hard drive may contain hundreds of thousands of data files and identifying the data files that contain information of interest, including information concealed through file compression and access control, can be a time consuming task. In addition, data files of interest may contain extraneous information that will likely need to be filtered such a firewall log might hold millions of records, but only five of the records might be related to the event of interest. 

5. Analysis 
	Once the relevant information has been extracted and examined, the data should be analyzed to draw conclusions from it. The foundation of forensics is using a methodical approach to reach appropriate conclusions based on the available data.  The analysis should include identifying people, places, items, and events, and determining how these elements are related to reach a conclusion. Often, this effort will include correlating data among multiple sources. For instance, a network intrusion detection system (IDS) log may link an event to a host, the host audit logs may link the event to a specific user account, and the host IDS log may indicate what actions that user performed. Tools such as centralized logging and security event management software can facilitate this process by automatically gathering and correlating the data. Comparing system characteristics to known baselines can identify various types of changes made to the system. 

6. Reporting 
	The final phase is reporting, which is the process of preparing and presenting the information to relevant parties. Many factors affect reporting, including the following: 
· Alternative Explanations
When the information regarding an event is incomplete, it may not be possible to arrive at a definitive explanation of what happened. When an event has two or more plausible explanations, each should be given due consideration in the reporting process. A methodical approach to attempt to prove or disprove each possible explanation should be used. 
· Audience Consideration
Knowing the audience to which the data or information will be reported to is important. An incident requiring law enforcement involvement requires highly detailed reports of all information gathered and may also require copies of all evidentiary data obtained. A system administrator might want to see network traffic and related statistics in greater detail than others. Senior management might want a high-level simple overview of what happened, such as a visual representation of how the attack occurred, and what should be done to prevent similar incidents. 

· Actionable Information
Identifying actionable information gained from data may allow an analyst to prevent continuing or future events, such as a backdoor on a system, a worm scheduled to start spreading at a certain time, or a vulnerability that could be exploited. Identifying actionable information can lead to new sources of information such as a list of contacts that can be developed from the data that leads to additional information about an incident. 

As part of the reporting process, any problems that may need to be remedied, such as policy shortcomings or procedural errors should be identified. Many forensic and incident response teams hold formal reviews after each major event. These reviews tend to include consideration of possible improvements to guidelines and procedures, and typically, at least some minor changes to approve and implement. 

7. Recommendations 
· Organizations should perform forensics using a consistent process
· A list of possible data sources can be kept and updated regularly
· Possible data sources can be located within an organization or outside of the organization. 
· Analysts should be prepared to use alternate data sources if it is not feasible to collect data from a primary source. 
· Organizations should be proactive in collecting useful data. Configuring auditing on OSs, implementing centralized logging, performing regular system backups, and using security monitoring controls can all generate sources of data for future forensic efforts. 
· Data collection should be performed using standard processes. 
· A methodical approach should be used to reviewing, studying, and analyzing the data. 
· The processes and practices of forensics should be reviewed regularly to help identify policy shortcomings, procedural errors, and ensuring that the organization stays current with trends in technology and changes in law. 
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