

Exhibit J - Cybersecurity Incident Response Readiness Checklist

This checklist is provided to aid the initial assessment of an organization’s readiness to respond to a cybersecurity incident. This checklist is not an exhaustive list of all readiness activities.

	CYBERSECURITY INCIDENT RESPONSE READINESS CHECKLIST

	☐
	Your organization has a cybersecurity Incident Response Policy (IRP) that outlines your organization’s approach to handling incidents through prevention, detection, response, recovery, review and improvement. 

	
☐

☐

☐
	The IRP has been developed to include:
· Aligning organizational operating environments, emergency management, and business continuity processes and procedures
· Regular reviews and tabletop tests  to ensure it is current and IRT personnel are aware of their roles and responsibilities
· includes supporting templates

	☐
	Personnel involved in managing cybersecurity incidents have received cybersecurity incident response training.

	☐
	Up-to-date hard copy versions of the IRP and playbooks are stored in a secure location (in case of electronic or hardware failure) and are accessible to authorized personnel.

	☐
	Specific playbooks to supplement the IRP have been developed and define step-by-step guidance for response actions to common cybersecurity incidents.

	☐
	An IRT or equivalent has been identified to manage any cybersecurity incidents.

	☐
	All relevant IT and OT SOPs are documented and have been reviewed or tested to ensure they are current and responsible personnel are aware of their roles and responsibilities.

	☐
	Arrangements for service providers, including cloud and managed services, to provide and retain logs have been established and tested to ensure they include useful data that can be provided in a timely manner.

	☐
	Log retention mechanisms for critical systems, services and networks have been adequately configured and tested to ensure the usefulness of data.

	☐
	Internal or third-party arrangements and capabilities are in place to detect and analyze cybersecurity events/incidents. If these capabilities are outsourced, your organization has an active service agreement/contract.

	☐
	Critical assets (systems, services and networks) have been identified and documented.

	☐
	Incident Response SOPs have been developed with roles and responsibilities assigned, use of facilities and communications technologies, and these resources are confirmed as available.

	☐
	Cybersecurity incident logging/records and tracking technologies used to manage any response to cybersecurity incidents are confirmed as available and have been tested.

	☐
	Role cards have been developed for personnel involved in the IRT

	

☐
☐
	Your organization has threat intelligence capabilities 
· External feeds on cybersecurity incident trends, new attack vectors, current attack indicators and new mitigation strategies and technologies.
· News concerning political, social or economic activities that might impact cybersecurity incident activity


	DETECTION, INVESTIGATION, ANALYSIS AND ACTIVATION

	SOPs have been developed, and roles and responsibilities assigned, for:

	






☐

☐
☐
☐

☐

☐
	Detection mechanisms used to identify cybersecurity events/incidents. These mechanisms require monitoring processes to identify unusual or suspicious activity commensurate with the potential impact of a cybersecurity incident.
Common monitoring techniques include:
· Network and user profiles that establishes a baseline of normal activity which, when combined with logging and alerting mechanisms, can enable detection of anomalous activity
· Scanning for the introduction of unauthorized hardware and software
· Scanning for unauthorized changes to hardware and software configurations
· Sensors that provide an alert when a defined threshold(s) is crossed (e.g. device, server and network activity)
· Logging and alerting of access to sensitive data or unsuccessful logon attempts to identify potential unauthorized access
· Users with privileged access accounts have a higher level of monitoring 

	☐
	Cybersecurity incident detection, including self-detected cybersecurity incidents, notifications received from service providers or vendors, and notifications received from trusted third parties (e.g. ASD).

	☐
	Cybersecurity incident analysis, including how cybersecurity incidents are categorized, classified and prioritized, and controls related to how data is stored and transmitted.




	CONTAINMENT, EVIDENCE COLLECTION AND REMEDIATION

	☐
	SOPs, playbooks and templates have been developed that assign roles and responsibilities for containment, evidence collection, and remediation.

	☐
	
A secure location is available for storing data captured during cybersecurity incidents 

	COMMUNICATIONS

	☐
	SOPs, playbooks and templates support communicating with internal and external stakeholders.

	☐
	SOPs, playbooks and templates for media and communications professionals have been implemented with roles and responsibilities assigned to support public and media messaging.

	☐
	A public and media spokesperson has been assigned  who is supported by technical subject matter experts.

	☐
	Personnel have been trained to implement communications processes and execute their roles and responsibilities.

	☐
	All personnel are trained on the IRP and their responsibilities when a cybersecurity incident occurs (e.g. exercising discretion, using approved talking points, referring enquiries to the designated public and media spokesperson).

	CYBERSECURITY INCIDENT NOTIFICATION AND REPORTING

	
☐
	Processes and procedures are documented to support legal and regulatory requirements on cybersecurity incident notification and reporting with roles and responsibilities within your organization assigned. This includes the processes for obtaining authority to release and share information.

	☐
	Processes and procedures are documented for communicating with cyber insurance providers.

	POST CYBERSECURITY INCIDENT REVIEW

	☐
☐
	Processes and procedures are documented to support post cybersecurity incident reviews following the resolution of cybersecurity incidents

Post Cybersecurity Incident Review Reports are submitted to management 

	☐
	Processes and procedures are documented to ensure actions following cybersecurity incidents and/or exercises are tracked and completed (e.g. within an Action Register).
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