

Exhibit K - Implementation Guidance

Implementation guidance leveraging network-related logs 

Maintain a network map and an inventory of devices connected to the network to help baseline normal behavior on the network and highlight anomalous network activity.

Important logs include DNS, web proxy logs containing connection details including User-Agent values, DHCP leases, firewall logs detailing network traffic entering and leaving the organization’s network as well as logs of (especially outbound) blocked network traffic, and metadata such as Network Flow data.

Perform timely log analysis focusing on connections and the amount of data transferred by Most Likely Targets to highlight abnormal internal network traffic such as suspicious reconnaissance enumeration of both network drives (file shares) and user data including honeytoken accounts. 

Place special focus on abnormal external network traffic crossing perimeter boundaries such as:
· Periodic beaconing traffic
· HTTP/HTTPS sessions with an unusual ratio of outgoing traffic to incoming traffic
· HTTP/HTTPS traffic with a 'User-Agent' header value that is not associated with legitimate software used by the organization
· DNS lookups for domain names that don't exist and aren't an obvious user typo, indicating malware communicating to a domain that is yet to be registered by adversaries
· DNS lookups for domain names that resolve to a localhost IP address such as 127.0.0.1, indicating malware that adversaries are not ready to communicate with
· Large amounts of traffic
· Traffic outside of business hours
· Long lived connections.

Implementation guidance applicable to ransomware

Analyze and act on real-time log alerts generated by file activity monitoring tools to identify suspicious rapid and numerous file changes reflecting unapproved data deletion or modification such as encryption.

Implementation guidance applicable to malicious insiders

Analyze and act on real-time log alerts generated by file activity monitoring tools to identify suspicious rapid and numerous file copying or changes.

Logs should be analyzed by staff who have no other privileges or job roles that conflict in order to provide a separation of duties to prevent a malicious insider with administrative privileges ignoring or deleting logs of their own malicious actions.

Perform timely log analysis focusing on:
· Use of removable storage media and connected devices especially USB storage devices
· Computer usage outside of business hours
· Data access and printing which is excessive compared to the normal baseline for a user and their peer colleagues
· Data transfers to unapproved cloud computing services including personal webmail, as well as the use of unapproved VPNs from the organization’s network.

Implementation guidance applicable to incident response

Developing and implementing an incident response capability requires support from technical staff and business representatives, including data owners, corporate communications, public relations and legal staff. Organizations need to regularly test and update their Incident Response Plan, processes and technical capabilities, focusing on decreasing the duration of time taken to detect cybersecurity incidents and respond to them.


Personnel management

Personnel management provides assurances that employees who have malicious intent, developing malicious intent, or carry out their malicious intentions are discovered before damage has been done.

Malicious insiders may be motivated by money, coercion, ideology, ego or excitement.  Other malicious insiders are motivated by revenge or are disgruntled due to reasons such as a negative job performance review, a denied promotion or involuntary termination of employment.  These insiders may cause damage such as destroying data and preventing computers/networks from functioning. 

Personnel management should include performing pre-employment screening such as background checks, criminal history checks,  and verifications of previous employment, especially for users that will have privileged access accounts.  

For personnel that leave employment, all accounts should be immediately disabled, including remote access capabilities.  Departing personnel need to return any organizational keys, access cards, devices and data.  

Personnel should receive security awareness training commensurate with their role.  
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